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Seguridad Wi-Fi en el router Draytek Vigor 2600ge
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2. Acceso Al router
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! & menu principal :
-(;RRAI(I Router Web Configurator

Setup Main Menu

DrayTek Corp.

hadel

& Firmwara Wersion
« Build Date/Time

o AN MAC Address

- WigorZB00Ge annex A
289 RCE

: Thu War 2 17:56:36.66 2006
- 00-50-7F-28-5E-DD

Basic Setup (Setup First)

»>» Administrator Password Setup
»> AN TCP/P and DHCP Setup

== Wireless AN Setup

Advanced Setup

= [Oynamic DMNS Setup

»» Call Schedule Setup
= MNAT Setup
=2 BADIUS Setup

=> Static Route Setup
»> |P Filter/Firewall Setup

=» YPMN and Remote Access Setup
== LJPMP Service Setup

Copyright (¢} 2004, DrayTek Corp. All Rights Reserved.

Quick Setup

»> Internet Access Setup

System Management

=» Onling Status

== WP Connection Management

»=> Configuration Backup / Restoration
=» Syslog f Mail Alert Setup

== Time Setup

=>» Management Setup

=» Diagnostic Taols

=> Heboot System
=» Firrmware Upgrade (TFTP Server)




G\RRAKIS

Guia de Usuario

#

3. Senal WIFI
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Router Web Configurator

s Model - Wigor2B00Ge annex A
Setup Main Menu o Firrmware Wersion - E RO
o Build DatefTime : Thu Mar 2 17:56:36.68 2006

DrayTek Corp.
LAN MAC Address - 00-50-7F-28-5E-DD

Basic Setup {Setup First) Quick Setup

=r Administrator Password Setup =» |nternet Access Setup
=x AN TCRAP and OHCP Setup
== Wireless LAN Setup

Advanced Setup System Management

= Cnline Status
== WEMN Connection Managerment

=>» Dynamic DMS Setup
> Call Schedule Setup
== MAT Setup

»> BADIUS Setup

=> Static Route Setup
=2 |P Filter/Firewall Setup

=>» YPM and Femote Access Setup
»> LIPMP Senvice Setup

=» Configuration Backup / Restoration
== Syslog / Mail Aler Setup

== Time Setup

== Managerment Setup

»» Diagnostic Tools

»> Heboot System
=» Firnware Upgrade (TETP Sarver)

Copyright {c) 2004, DrayTek Corp. All Rights Reserved.

+ fWireless LAN Setup(- + 7 +
+ G # :
( ARRAKI Router Web Configurator
> Basic Setup > Wireless LAN Setup << Main Menu
Wireless LAN Infomation << Back
MAC Address 00-11-09-0e-b5-37
Frequency Domain : Europe
| Firrscare Yersion . (nil}

Detailed Settings

»=> General Settings
== Security Settings

== Access Control
== Station List

Copyright {c) 2004, DrayTek Corp. All Rights Reserved.
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4.1 Configuracion General
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: (General Settings( 5 +

Router Web Configurator

> Basic Setup > Wireless LAN Setup > General Settings << Main Menu

General Setting ( IEEE 802.11) << Back

Enable Wireless LAN

ande : Mixed(11b+11g) ||

Scheduler (118 | |, [

3510 : ponernombre de red

Channel : | Channel B, 2437 WHz |7J

[0 Hide SSID
[0 Lang Preamble

SSID :

wireless LAN Senvice Set 1D,

Hide SSID :

the scanning tool cant read the 5510 when sniffing radio.
Channel :

select the frequency channel of wireless LAN.

Long Preamble:

enable this only when meeting connectivity problems for
sorme old 802.11b devices; otherwise, it reduces the
perfarmance.
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4.2 SSID

R

> Basic Setup > Wireless LAN Setup > General Settings << Main Menu

General Setting ( IEEE 802.11) << Back

Enable Wireless LAN

Mode : | Mixed(11b+11g) Ev]

Schedulergt-is) | L[ L[]

S50 poner nombre de red i

Channel | / Channel &, 2437WHz ||

[ Hide 5510

[ Cancel |’ CIE, ]

Copyright {c) 2004, DrayTek Corp. All Rights Reserved.
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[~ Tareas de red

’I"J Actualizar lista de redes

1 1

=~ Configurar una red
inalambrica dornéstica o
de oficina pegueria

[ Tareas relacionadas -

.jl,;l Informacion sobre redes
inaldmbricas

Cambiar el orden de las
redes preferidas

T . i E
Cgy Cambisr configuracion
avanzada

Elegir una red inaldmbrica

+7
1

Haga clic er cualquier elemento de la siguiente liska para conectarse a una red inaldmbrica
en el alcance o para obkener mas infarmacian.

(iﬁ})

A

‘f Red inaldmbrica con seguridad habilitada (Wea)

Conectado ﬁ?_:

(<Tr>)
(iTrJ)
(iirJJ
(iTTJ)
(ijr})

wa

" Red inalambrica con seguridad habilitada (wPa)

wifi

‘f Red inalambrica con seguridad habilitada (WPa)
Al

Red inaldmbrica no segura

Su

‘f Red inaladmbrica con segquridad habilitada
210

Red inaldmbrica no segura

Automatico ﬁ
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antl]
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4.3 Encriptacién de datos (WEP y WPA)
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Deshahilitar
Estado
Reparar

Cambiar configuracion de Firewsall de Windows

Abrir Conexiones de red



(;RRAKIS

Guia de Usuario

+
~
s}
0]

+7

= Tareas de red

'=‘ Actualizar lista de redes

-] .

= Configurar una red
inalambrica dornéstica o
de oficina pequeria

[~ Tareas relacionadas -

j{) Informacion sobre redes
inalambricas

q_ﬁg Cambiar el orden de las
redes preferidas

ol - o v
v Cambiar configuracian
avanzada

++

7 C( o+

Elegir una red inalambrica

Haga clic en cualquier elemento de la siguiente liska para conectarse a una red inaldmbrica

en el alcance o para obtener mas infarmacion.

('fﬁ})

A

‘f Red inaldmbrica con sequridad habilicada (WrPa)

Conectado ﬁ_‘_

{iir})
(<Tr>)
{<1r>)
(fir})
{<Tr>)

wa

’i’ Red inalémbrica con sequridad habilicada (WPa)

wifi

‘i’ R.ed inaldmbrica con seguridad habilicada (WPa)
AL

Red inaldmbrica no segura

Su

‘f Red inalémbrica con sequridad habilitada
ZI10

Red inaldmbrica no segura
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General Redes inalambricas | Opciones avanzadas
W Uszar Windows para establecer mi configuracion de red inalambrica

Fedes disponibles:

Haga clic en el zsiguiente botdn para conectarze o desconectarse de
redes inaldmbricas o para obtener mas infarmacidn acerca de ellaz.

Yer redes inalambricas |

Redes prefenidas
Conectar automaticamente a redes disponibles en el orden ziguiente:

':.i:' Eldltirno cararmelo cH ] |
A wardfeen [Butomatico] _
A Astigi[Automatico) Bajar |

A Red Fza [Automatico)

Aaregar. . | Cuikar | Propiedades

Obtener fés infurmaciér;:?é:m cama Opcianes avanzadas |
eztablecer una configurazion de red inalambrica,

Aoeptar | Cancelar 1
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El

siltimo caram

Azociacidn .ﬁﬂt'enticaciéni I:Dn_e:-:i;funi

Mambre de red [SSID) !El Giltirin cararelo de S ohivrm

~ Clave de red inalambrica
Ezta red requiere una clave para lo siguiente:

Autenticacion de red:

Cifradn de datos: | TEIP

Clave de red: I--------

Confitme lasiavaderad: lnawa ead

[hdice declayve:avatizadd) l'l ::

[T Ladlavesdla proporeions Yo autamahicanients

=3 5 ¥ D e
[T Estaesurmied de equipn a eauipo [ad Hocl Mo se ublizan

plibiog dessecess inalambnico

Azeptar l Cancelar
O Autentificacion de red: & 0 / 1+ +
¢ : WPA-PSK
"H#S % & ($
o Cifrado de datos: & LMY "L+ M ( (!
+ + 0 9o
7 + ( - +7 <
5 ?7 + G+
# # )
& # 1+
+ -( +
Nota: & 0 1¢(0 + (
. +
&! t 8 1+ 7 4
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> Hasic Setup » Wireless LAN Setup » Security Settings

<< Main Menu

Security Settings << Back

Mode ; WPAPSK Only v

=et up RADIUS Server if802.1% is enabled.
WPA:

Encryption Mode: THIP
Pre-Shared Key(FSK)

Type 8~63 ASCI character or B4 Hexadecimal digits
leading by "0x", for example "cfgs01a2..." or

"OxB55abed..."
WEP:
Encryption Mode: Fd-Bit
Use WEP Key
Key 1: [rosesscsinacs
Key 2. e
Key 3 E';;-.';.,.;};I;x-.';.;"
Key 4. [

For 64 bit WEP key
Type 5 ASCIl character ar 10 Hexadecimal digits leading by
"Ox", for example "AB312" ar "0x4142333132"

For 128 hit WEP key

Type 13 ASCI character or 26 Hexadecimal digits leading
by "0x", for example "012345678%abe" or
"0x30313233343536373830414243".

4.4 Control de acceso
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(;RRAKI Router Web Configurator

> Basic Setup > Wireless LAN Setup » Access Control

=< Main Menu

Access Control

Enable Access Control

Falicy iActivate_P\_dAC address filter iVE

MAC Address Filter:
Index  Attribute MAC Address

Client's MAC Address ;
oo :jo0 oo ;oo |:fo0 |:joo

Atribute
[ =: Isolate the station from LAN

[ Add l [ Femove l [ Edit l [ Cancel

Mote: Add or remaove the wireless user's MAC address to accept or
deny the access to the netwark.

Clesrall | | 0K |

1 + |

Activar control de acceso: ! <

ot /

Client's MAC Address: ! 7 < 0
+

ADD: ! < "

Remove: ! 0 < "

Edit: ! < "

Cancel: ! # < "

Clear All: ! + < " #

OK: !
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4.5 Control de usuarios conectados

- + 0 -
0 < ( o D -7 0 - -
+ [ )
! + 7 G + 7+ L 410 A (-
t ARRAKI
= Basic Setup > Wireless LAN Setup > Station List << Main Menu
Station List << Back
Status MAC Address
e 0o:00:00:00;00;00
F 0o:00:00:00 ;0000
= 0o 00:00:00; 0000

Status Codes :

C: Connected.

B: Blocked by Access Control.

N: Establishing a new connection.

F: Fail'to pass 8021 or WA authentication.
¥: Doing 802 1 authentication.

W: Daing WPA authentication.

MNote: After a station connects to the router successfuly, it may be turnned
off without notice. In that case, it will still be on the list until the connection
BXpires.

Add to Access Control

Client's MAC address | |2 |:|  |:[  |:]

[Eck | | Add_j

. All Rights Reserved.
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Atencion al Cliente
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